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1, https://rrpc.baasid.io:442/admin/loginForm
join membership (Entering corporate information)

2. Admin Approval

3 Log in(Confirm issue key)

4.http://api.baasid.com/
Entering and testing keys from the APl menu



1. join membership



PROJECT NAME PAGE NAME PAGE NUMbER

Description

1. Click on the
“Sign Up”

https://rrpc.baasid.io:442/admin/loginForm

lagin  MyPage  Feb18, 2020 12:06:4

@ Secondary Authentication

Please enter your usemame
and password

User ID Please enter your 1D.

Password Please enter a password.

ID/Password Find




PROJECT NAME PAGE NAME
€19  Secondary Authentication
© Subscription Basic Information
User Information
Sign Up
= Company Hame CEQ MName
« Company Registrati
on Number Searchinfo « Business location(B
asic)
Business(Sectors) {3
« Mame of person in = Business location(D
charge etail)
bc:nmn‘iummn 4 Busies e Senvice Frovider
« Company phone nu i\ 5, o
FAX
User information
= UseriDx = Mame
" Duplice
+ Password = Confirm Password
10 charsciers nchuding Engihand numbers
;ErMuhie phione num it User Level Service Provider [
« EDAAIL @ | pmaileom [¥]
Terms of subsaiption

Secontary authentistion management sstem (Neeingiter miemed to 2= mansgement =) & a system tat reguests ant @ be ssued by requesting the ey for the authiorzstion and the key for
AP b forthe use of secontany authentication. And you have to pay for the contract.

The setdernert & based on morthly payments, and you @n chedk the expenses coresponting tothe tems agreed upen at the e of joining.

[ Ineve mad and agree 1o al the zbove tems and conditions.

Privacy Statement

The secondary cerification maragement system {Neminafier miemed 1o 2 e manesgement 5eiem) comglies with e personal inforrmation grotection g stions in related Bws sudh asthe Pemonal |
nifamratian Protaction Act in the ose of e homepage of the mansgement sys=m that processss persoral informtion, Artide 30 (1 of the Fersonal nformnation Protection Actard 'n somodeance wi
hArtide 31 (1) of the Enforcement Degee. the Persanal Informaton Procesdng Polioy & esbicned and opersted on the relvant homiepage: In cse of danging the Personal information Processng P
olgy, the information sulbject E companed befom and after ths diangs foressy confimation. Vil be matde pubiic.

[] I neve read and agres to 2l the sbowe termrs and conditions,

(=l

PAGE NUMbER

Description

1. Enter company
information.

2. Click on the
Regist



PROJECT NAME

PAGE NAME

Please let 'yds.baasid@gmail.com' know your registered ID
after registration

&

Secondary Authentication

o Subscription Basic Information
User Information

Sign Up

= Company Name

= Company Registrati
on Number

Business{Sectors)

= Name of person in
charge

Contact phone num
ber

= Company phone nu
mber

= User ID

= Password

* Mobile phone num
ber

= EMAIL

Searchinfo

Confirm

Service Provider{OSP) information

CEO Name

= Business location(B
asic)

= Business location(D
=7
x

User registration is complete. Go to the login scree.  NESS type

n

+ Duplicte

610 characersinduding English and numbess

@ | gmail.com [¥]

Cancel

on

= Name

= Confirm Password

User Level

Terms of subscription

Service Provider

Service Provider

=

PAGE NUMbER

Description



2. Admin Approval
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https://rrpc.baasid.io:442/admin/loginForm

@@ Secondary Authentication

Please enter your username
and password.

User ID | jykim

Password ooc.......l -

ID/Password Find Sign Up

Description

1.

2.

Input User ID &
Password

Click on the
“Sign In” button



3. Log in (Confirm issue key)



PROJECT NAME PAGE NAME PAGE NUMbER 10

Description

1. Input Unique Key.

https://rrpc.baasid.io:442/admin/loginForm

"Unique Key" is
=y the "App ID" that
%_ljg? Secondary Authentication is a random
value generated
© Reguest to generate APl authorization key for service provider to disti nQUISh
Administration b etween
% Please enter your service provider's information. # Please enter your user infformation to extend the key usage period. ,
developers' apps
Liashooarg
Authorization Key 2 ClICk on the "Key
Statistics > 1 Enter a unigue key fr the test devi | | Key generation request 1 Enter a unique key for the Iesl‘ ‘ Request extension key g ene ratiO n
request”

o Look up the user's key.

Al [¥] Q Search

Number of results : 0
B Key OSP_NAME Start Date End Date
Mo results were found for your search.

Page 1 of 0 v w20 [V



PROJECT NAME PAGE NAME

PAGE NUMbER

Description

1. Key issue
completed

@ Secondary Authentication

© Reguest to generate APl authorization key for service provider

Administration

# Please enter your service provider's information. # Pleasae enter your user information to extend the key usage period.

Dashboard >

Authorization Key

. ) 1 .
Statistics » |_1 | ‘Enler a unique key for the te==——— it bt it |1 | ‘Emer a unique key for the test dew‘ | Request extension key
Verify x :
Billing : Your key issue request has been registered The
key that can be used for secondary authentication
was sent via e-mail registered at the time of
registration
© Look up the user's key. Close
All v Q Search
Number of results : 1
@ Key 0OSP_NAME Start Date End Date
1 = BHKNdXeAz2eC3+RIH/SpZTCI2Bp2TJ 1HZBNgQQVeoY9+1r UoUyiDhDyHzBBED Baasidsss 2020-02-1815:09.00  2021-02-18 15:09:.00

Page 1 of1 L
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x

3

# x & O

n

ro
rkl
2

[2nd Authentication Key] Send the key via mail to the user.

BaaS LAB Auth <baaswallet@gmail.com> o= 3.00 (28 H fh’ -
LA -
Fo| Y Phet x

X G0~ > TR0 v Y

The transmitted key must be managed bylihe userand be careful not o he exposed guisi : an bhe sed for gne vear and can be provided by renewal if the term
expires. Secondary AuthenticatonKey'd |
R S RARAT N164G0 4 0|3 43 e 3/KoFD 40 45A==

Description

1.

You can check
the key price by
email.

12



4. https://rrpc.baasid.io:442/v2/auth/auth_api_guide
Entering and testing keys from the APl menu



PROJECT NAME PAGE NAME PAGE NUMbER

https://rrpc.baasid.io:442/v2/auth/auth_api_guide

https://rrpc.baasid.io:442/websocket/websocket Demonstration

Secondary Authentication

| Base LAL: rrpc.baasid.io/v
https//rrpc.baasid.iod42 /v2/auth/get info

This is a test server Test-Net server. You can find out more about Secondary Authentication at https://mpc.baasid.ic:442 or on demonstration site, #eXcelDrive. For this site; you can use the authentication key User—
duthentication to test the Request Header.

Terms of service
Contact the developer

Apache 2.0

Authorize [~

2nd Auth (Secondary Authentication) v

fauth/prepare_nego To start the 2nd auth.

‘ fauth/confirm_nego Provides the ability to register a service provider,

‘ fauth/register_device Provides a function to register a terminal identifier.

‘ fauth/request_auth Provides the ability to request secondary authentication.

‘ fauth/confirm_auth Provides a function for the user to perform secondary authentication verification.

Description

1.

Click on
“Authorize”

14



PROJECT NAME

PAGE NAME

Available authorizations

API Authorization (User-Authentication)

MName: User-Authentication

In: header

icp+yZpilMCRDPUDUA==| X

PAGE NUMbER

Description

1.

Enter the issued
key

15



PROJECT NAME PAGE NAME PAGE NUMbER

https://rrpe.baasid.io: 442 /websocket/websocket Demonstration

Secondary Authentication

| Base LAL: rrpc.baasid.io/v
https//rpc.baasid o442 /v2/auth/get_info

This is a test server Test-Net server. You can find out more about Secondary Authentication at https://mpc.baasid.ic:442 or on demonstration site, #eXcelDrive. For this site; you can use the authentication key User-
duthentication to test the Request Header.

Terms of service
Contact the developer

Apache 2.0

Authorize [&]

2nd Auth (Secondary Authentication) v

Fauth/prepare_nego To start the 2nd auth.

‘ fauth/confirm_nego Provides the ability to register a service provider,

‘ fauth/register _device Provides s function to register a terminal identifier.

‘ Fauth/request_auth Provides the ability to request secondary authentication.

‘ fauth/confirm_auth Provides a function for the user to perform secondary authentication verification,

Description

1.

Test the 2nd Auth
API.

16



PROJECT NAME

1) /auth/prepare_nego

2nd Auth (Secondary Authentication)

PAGE NAME

PAGE NUMbER

m fauthfprepare_nego To start the 2nd auth.

Returns none

Parameters

Mame

requestor

* required
otring
(request_body)

ticketMNo  *

required
otring
{reoucat_bod )

Description

Service provider or OSP's name

BaaSlab b3

Mumber generated by the server and given to the user.

afeuhf342aldskfje5612351

Try it out

Responses

Response content type I application/json [v] l

17

Description

—

Enter parameters
Click on "Try it
out ”

Click on "Execute”



PROJECT NAME PAGE NAME PAGE NUMbER

1) /auth/prepare_nego

Responses Response content type | application/json E |

curl —X POBT “nttr—-, .- == = ‘- e 1 "Dontent-Type- appiicationfjeon” —H “User—Authorizat lon: ZHOONSNEyd | Z088AN LA DOgF EPovHByea | aec: /IToERIMUMADT HAL IS0, p6 | BepHyZp T | MOADPUILIA—"
—d "[“regmator® = “BesAisb" Ickathn® - "aTheulasii i836TdT"}"

Request URL

bt tpe-/frrpc_bassid. fo-442 fv2feat n/prepara_nego

Server response

Code Details

Response body

{"code™ - "200", "neasage” - "The request entersd wes BuccessTul Iy processed. ", "params” - {"requestor " "Basfiap” "t 1ciketin” - "atheulas| T 1B86TAT" 1}

Response headers

Oontent—typs - appllcat lonf [eon

Code Description

Responsas

Description

18



PROJECT NAME

PAGE NAME

2) /auth/confirm_nego

PAGE NUMbER

POST Fauth/conf i m_nego Provides the shility to registar a service provider.

Parameters

Mame

acco *
FegjLmne:

etring
(roqmet_body]

requestor
*

string
(raguee_booy)

ticketNo "

*

string
(roqusst_dody)

Diescription

This parameter is the ID for the Wallet user.

WalletlD

Service provider or OSP's name

BaaSlab

Mumber generated by the server and given to the user.

asdf186a54dsfdfd| X

Try it out

Responses

Response content type | application/json iEl |

19
Description
1. Enter parameters
2. Click on "Try it
out”
3. Click on "Execute”



PROJECT NAME PAGE NAME PAGE NUMbER

2) /auth/confirm_nego

Curl

Ul —X POST TILEES-// TG DESSI0_ 10-452v2/ BULTY CONT | rm_mego™ —H “ontent—Type- appiica lonfison” —H “User—hutnor |zt lon® ZHOOWENZyd | Z080MoTE A% b0 tPoviiei | ascToERMMUKADT NAR PSR o o6l ooy | | MOADPUDUA—"
—d {"saccomt” - "WalistiD™, "regeator” - "Basflah”, "tickotMo" - "ssdrioBshdcardard”}’

Request URL

nttpac/ frrpe_bassio_ fo-442 fv2)aut nfcont | rm_Repo

Server response

Code Details

Response body

{"code™>"200", "neesage” - "The request entered mes soccessful ly processed.”, "params”>{"sccount™:>"Wal lat1D", "requeator "> "Beadiab"” , "t Icketho” =" asdt iBBeEa T drd" 1 }

Response headers

Code Description

Responses

Description

20



PROJECT NAME PAGE NAME PAGE NUMbER 21

Description

—

Enter parameters

3) /auth/register_device 2 Click om Try it

out ”

3. Click on "Execute”
m fauth/register_device provides s function to register a terminal identifier &

Parameters I Try it out

Name Drescription
account ™o
* This parameter is the ID for the Wallet user.
siring
froquaat_booy] WalletiD
devicelD *
et Device that can receive the push service used by the secondary authentication senvice for verification.
string
fraqusesy_ o]
devicelD
paltform * :
gz It refers to the operating system of a device that can use a push service that allows a user to verify authentication. It supports two types of Android and 105,
siring
(raquest_body)
Android
pushKey *
R This parameter is the unique key value of the device for the push service, and this value can be changed by initialization or resef.
siring
(raqussl_ boay)
Pushkey ®

Responses Response content type | application/json |




PROJECT NAME PAGE NAME PAGE NUMbER

3) /auth/register_device

eurl —X POIT '!!IZIIB fiTrpc_massld. o442/ v2fauth/regleter_device™ —H IIIIII:ETI—TM appi IHIIWIIII —H "User—Aathor Izat ion” ZHAoWSNZyd | 2080 ar L A4 DOoF tPovHiyEE | aecx TOERRMUAD A HHAFEFo/p6l ooy Ze 1 | MORDPUDUA—"
: "RelletiD". "devicelD" @ “devicelD". "platform” - "Android”. "pushkey"

Request LIRL

nttpac/ frrpc_bassid_ loc442fv2/autn/ regleter_oevice

Server response

Code Details

sy Response body

{"code”-"200"  "meaaage” - "The request sntersed WBE suCcessTul ly processed " . "params”-{"sccount™:"Wal et 10", "oevice D" -"devIcalD"  "plat Torm” - "Ancrola” , " pesniey™ - "Pusriey” 1}

Response headers

Responses

Description

22



PROJECT NAME

PAGE NAME

4) /auth/request_auth

PAGE NUMbER

POST fauth/request_auth Provides the ability to request secondary authentication.

Parameters

uestor =

renusnid
atring
(rogueal_body}

token i

*

BLring
frequest bocy)

Description

Eervice provider or OSP's name

Baatlab

e ]

This parameter refers to the functicn of performing authent

afeatdd468hacfjkaasfeath3ss0

Cation reguest through push service.

Responses

Response content type | application/json

v

23
Description
1. Enter parameters
2. Click on "Try it
out ”
3. Click on "Execute”
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4) /auth/request_auth

successful operation

Example Value Model

“The requesl entered mas succesafully processed.”,
“parama” -{
"requeator " “Basd LAB".
"token": "eyJOSXAIO]JKVI0ILOJNDAC101JIUZ] 1NI JO. eyJZaN | 101 V2N | COMtABET 204 | LOJDCEMT01 J 1 YWFZaNOUYXVDa0 | 8 | nZ | crNpti2410] Ea Im | ndD | MTU1N | E2N | Eydw | cavxcdiVZou0y | | o 1MHG40DR | 28R ] M) k60D | GZ] g0V TaZY TUYY | YXakzAx
2R MTBNN] IRZTBI | Tl OFYZZVO 1 Jo I MHN | 00FmN TIO(Y ZCANAR 7 TRRMDIOWDCZ 7027 TCZ20 | NOV | MOMNGIZLH | n0.. | 0q) JUSEYRETAZN it [ yJdnwl J061 | akpULTmEsr 0"
}

}

Description

24
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Description

—

Enter parameters
2. Click on "Try it
out ”

5) /auth/confirm_auth

: 3. Click on “Execute”
m Fauthfconf i m_auth Provides a function for the user to perform secondary authentication verification. a

Parameters |! Try it out

Name Description

requestor

« waueet | Service provider or OSP's name

etring

frooumec ol | paagiab

acooqnt »

P This parameter is the 1D for the Wallet user.

siring

(roquest_bady,

Walllatid

message

+ rmgeeed | This parameter refers to the function to receive a message that is exposed to the user's app or the web after authentication is completed.

etring

(raqmerbond | Ly thentication is completed X

Execute

Responses Response content type | application/json E |




PROJECT NAME PAGE NAME PAGE NUMbER

5) /auth/confirm_auth

curl —X POST “nttpe>/frrpe. bessid. lo~442fva/auth/cont Ire_auth” —H "Oontent-Type- appllcation/feon” —H “Ussr—Authorization: besslen” - 4 "["sccoumt” - "Walletld”. "requeetos” - "BasSlsb”, "messape” - “"authenticatlon Iz
completed®}'

Request URL

nttpa-ffrrpc_basald_lo-442fv2/euthfcont | m_mrth

Server response

Code Details
Response body

{"code™:"200", "neasage” - "The request entered was succeesful ly processed.” . "params” ~{"sccount™ > "Nal Iet Id" . "requeator " - "Besdlab” , "meesage”™ - "suthent Icat lon Is completed™ ¥}

Response headers

Oontent-type - applicatlonf]son

Responses

Description

26



