ExcelKey api manual



1, https://rrpc.baasid.io:442/admin/loginForm
join membership (Entering corporate information)

2. Admin Approval
3 Log in(Confirm issue key)

4.http://api.baasid.com/
Entering and testing keys from the APl menu



1. Jjoin membership



PROJECT NAME PAGE NAME PAGE NUMbER

Description

1. Click on the
“Sign Up”

https://rrpc.baasid.io:442/admin/loginForm

Login  MyPage Feb 18, 2020 12:06:44

@ Secondary Authentication

Please enter your username
and password

User ID  Please enter your ID.

Password  Please enter a password.

ID/Password Find




PROJECT NAME PAGE NAME

0]

Secondary Authentication

© Subscniption Basic Information
User Information
Service Provider(OSP) Inforrnation

Sign Up

« Company Name CED MName
« Company Registrati
on Mumber Searchinio « Bussiness location(B
asic)
Business{Sectors) ()
» Name of person in « Business location{D
charge etail)
::"mm num - - Business type Service Provider
+ Company phone nu _ . - i
FAX
User information
= User ID Sl—
" Duplicte
« Password « Confirm Password

E-10 characers induding English and rumbers

;El:-lluhie phone num . - User Level Service Frovider
~ EMIAIL @ | gmail.com
Terms of subsaiption

Secontary authertication management system [Nereinafter miemed o 2= management grstem) k a systemn that requests and @n bie ssued by requesting thie key for the authoriztion and the key for
APl forthe use of secondary authentication. And you have to pay for the contract.

The settderment k& based on merthly payments, and you an deck the epenses comesponding to the items agreed upen at the tme of joining.
[ 1nzve read and agree to al the sbove terms and conditions.

Privacy Statement
The secondary certification maragement system {Neminafter refiermet to as the management system) comglies with thie personal informmation protection regulations In related s such asthe Pesonal |
rifomration Protection Act In the case of the homepage of the management system thiat processes personal information, Artide 30 (1) of the Personal nfommation Protection Act and In accordance wit
h Artide 31 (1) of the Enforcement Decaee, the Persenal Infermation Processing Policy b estabiished and cpested onthe relevant hamepage In <ase of dhanging the Personal Information Processing P
oligy, the information subject i compared before and after the dange for easy confimration. Vil be mads public

[ 1neve read arvd agree to al the above terms and conditions.

PAGE NUMbER

Description

1. Enter company
information.

2. Click on the
Regist



PROJECT NAME PAGE NAME PAGE NUMbER

User registration is complete. Go to the login scree
n

6] o

Description




2. Admin Approval



PROJECT NAME

https://rrpc.baasid.io:442/admin/loginForm

D

PAGE NAME

Secondary Authentication

PAGE NUMbER

i .
W o

. o

e

o W
A\

User ID

Password

Please enter vour username
and password

jykim

..........l >

ID/Password Find  Sign Up

Description

1. Input User ID &
Password

2. Click on the

“Sign In” button



3. Log in (Confirm issue key)



PROJECT NAME PAGE NAME PAGE NUMbER 10

Description

https://rrpc.baasid.io:442/admin/loginForm 1. Input Unique Key.

"Unique Key" is
o= the "App ID" that
g1 Secondary Authentication is a random
s value generated

© Request to generate APl authorization key for service provider to disti nguis h
Administration between
# Please enter your service provider's information. # Please enter your user information to extend the key usage pericd. ,
Dashboard developers' apps
Authorization Key 2 ClICk on the " Key
Statistics > 1 Enter a unique key V'»rthe test devil Key generation request 1 Enter a unique key for the tesi Request extension key generatio n
pilling request

o Look up the user's key.
R

MNumber of results 2 0

O Key OSP_NAME Start Date End Date

Mo results were found for your search.

Page 1 of 0 > w20 [V]



PROJECT NAME

PAGE NAME

@ Secondary Authentication

PAGE NUMbER

Administration

Dashboard
Authorization Key
Statistics

Billing

© Request to generate APl authorization key for service provider

# Please enter your service provider's information.

P

# Please enter your user information to extend the key usage pericd.

Enter a unigue key for the te*

| ‘ e conmarntinn rocned ‘1

Verify ®

Enter a unique key for the test devi

‘ Request extension key

Your key issue request has been registered.The
key that can be used for secondary authentication
was sent via e-mail registered at the time of
registration.

o Look up the user's key.

Close
All v
Number of results : 1
=] Key
1 [ BHKNdXeAjz2eC3+RIH/SpzTOI2Bp2TJ1IHizBNGQgV00Y9+1r1UoUyiDhDyHzBBD
Page 1 of 1

OSP_NAME

20

BaaSidsss

Start Date
2020-02-18 15:09:00

End Date
2021-02-18 15:09:00

Description

1.

Key issue
completed



PROJECT NAME

PAGE NAME PAGE NUMbER

[2nd Authentication Key] Send the key via mail to the user. =87 x &

BaaS LAB Auth <baaswallet@gmail.com>

LIl ~

2T 309RET W &

X B0~ > THRO v HYHY B0 Y bt x

The transmitted key must be managed b

i r and can be provided by renewal if the term
ASDF84jih4K4hG/H5hT84G6G5j4G+6j8SFDG548SFGe45+8/R6FDS5G46SFG45A ==

expires. Secondary Authentication Key i

Description

1.

You can check
the key price by
email.



4. https://rrpc.baasid.io:442/v2/auth/auth_api_guide
Entering and testing keys from the APl menu



PROJECT NAME PAGE NAME PAGE NUMbER

https://rrpc.baasid.io:442/v2/auth/auth_api_guide

https://rrpc.baasid.io: 442 /websocket/websocket Demonstration

Secondary Authentication

[ Base PL: rrpc.baasid.iodv
https://rrpc.baasid io442 /v2/auth/get_info

This is a test server Test-Net server. You can find out more about Secondary Authentication at https://rrpc.baasid.io:442 or on demonstration site, #eXcelDrive. For this site, you can use the authentication key User—
Authentication to test the Request Header.

Terms of service
Contact the developer
Apache 2.0

Schemes

HTTPS Authorize &)

2nd Auth (Secondary Authentication) v

fauth/prepare_nego To start the 2nd auth.

fauth/confirm_nego Provides the ability to register a service provider.

fauth/register_device Provides a function to register a terminal identifier.

fauth/reaquest_auth Provides the ability to request secondary authentication.

fauth/confirm_auth Provides a function for the user to perform secondary authentication verification.

Description

1.

Click on
“Authorize”



PROJECT NAME PAGE NAME PAGE NUMbER

Description

1. Enter the issued
key

Available authorizations

API Authorization (User-Authentication)

Mame: User-Authentication

n: header

icp+yZpilMC




PROJECT NAME PAGE NAME PAGE NUMbER

https://rrpc.baasid.io: 442 /websocket/websocket Demonstration

Secondary Authentication

[ Base PL: rrpc.baasid.iodv
https://rrpc.baasid io442 /v2/auth/get_info

This is a test server Test-Net server. You can find out more about Secondary Authentication at https://rrpc.baasid.io:442 or on demonstration site, #eXcelDrive. For this site, you can use the authentication key User—
Authentication to test the Request Header.

Terms of service
Contact the developer
Apache 2.0

Schemes

HTTPS Authorize &)

2nd Auth (Secondary Authentication) v

fauth/prepare_nego To start the 2nd auth.

fauth/confirm_nego Provides the ability to register a service provider.

fauth/register_device Provides a function to register a terminal identifier.

fauth/reaquest_auth Provides the ability to request secondary authentication.

fauth/confirm_auth Provides a function for the user to perform secondary authentication verification.

Description

1.

Test the 2nd Auth
API.



PROJECT NAME

1) /auth/prepare_nego

2nd Auth

(Secondary Authentication)

PAGE NAME

PAGE NUMBER 17

Description

Enter parameters
Click on “Try it
out ”

3. Click on "Execute”

N —

fauthfprepare_nego To start the 2nd auth.

Retums none

Mame Description
requestor R :
& required Service provider or QOSP's name
atring
(requeat bodv )] BaaSlab *x
ticketNo * )
required Mumber generated by the server and given to the user.
atring
(request_body)
I afeuhf342aldskfje5612351

Responses

Response content type I application/json

|




PROJECT NAME PAGE NAME PAGE NUMbER

1) /auth/prepare_nego

= |

Responses

Response content type | application/json

curl —X POST “mttr—".-C — "1 "Dontent-Type: appl lcatlonfjeon” —H “User—Autnor Izat lon: ZHdoWGnZyd | ZOBEFGNEAL RDOGF tPowHiyei | aec: /nToERINUADTMAN 1HAFER o /p6 | Bopd yZp 1 | MOADPUDUA—"

e

-4 "{"requestor"” ckatho”

Request URL

hittpe:f/rrpc_bassld. lo”442/v2 autn/prepare_nego

Server response
Code Details
200 Response body

Responses
Code

{"code™: 200", "neesage” - "The request entered was successTul Iy processed. ", "params” -{"requestor " :"Baadlab”, "t Icketho” - "aTtheulas] T 886TaT "1}

Response headers

Description

Description



PROJECT NAME PAGE NAME

2) /auth/confirm_nego

PAGE NUMBER 19

Description
1. Enter parameters
2. Click on "Try it

out”
3. Click on "Execute”

m Fauth/conf i m_neso Provides the ability to register a service provider.

Parameters
Mame Description
accoun *
b This parameter is the ID for the Wallet user.
siring
(raquesi_body)
WalletD

requestor e -
* Service provider or O5P's name

siring
{raqueat_nody] BaaSlab

ticketMo i

* Mumber generatad by the server and given to the user.
siring
St asdf186a54dsfdfd| x

Try it out

Responses

Response content type

application/json




PROJECT NAME PAGE NAME PAGE NUMbER

2) /auth/confirm_nego

CUr —X PUSI TLTPS- [ TTHC . DESE 0. 10-442 vy SUTNY CONT | FI_Nego~ —H “uonment—Iype- appiica lonfjeson” —H “User—Antnor IZzat lon: zHdoWSnZyd | z08eFom LA DOgF tPovHiyeE | aec: nToERNUKADT AN HAFER0fp6 | BepyZp T | MORDPUDLA—"
—d {["accmmt" > "WalletiD”, "requeator” - "BasBlab”, "tlckeido” - "=sdfiS8abddatdid™}’

Request LIRL

httpa/ rrpc_basaid. lo-442fv2/autnfcont | rm_nego

Server response

Code Details

200

Response body

{"code™-"200"  "nessage” - "The request ontered wes successTul |y processed.” , "params” -{"sccount”: “Wal et D", "requestor " - "Bashlab"” , "t Icketho" - "asdf 1B8aEda TdTd" 1}

Response headers

Code Description

Responses

Description

20



PROJECT NAME PAGE NAME PAGE NUMbER

: . 1. Enter parameters
3) /auth/register_device > Clek o

out ”
3. Click on "Execute”

m fauth/register_device provides a function to register a terminal identifier. [

Parameters I Try it out

Mame Description
account "9
* This parameter is the ID for the Wallet user.
siring
S s ) walletiD
devicelD *
L Device that can receive the push service used by the secondary authentication service for verification.
siring
(requesi_body]
devicelD
paltform *
requined It refers to the operating system of a device that can use a push service that allows a user to verify authentication. It supports two types of Android and 105.
siring
(requesi_body]
Android
pushKey *
P This parameter is the unique key value of the device for the push service, and this value can be changed by initialization or reset.
siring
(requesi_body]

Pushkeyl

Responses Response content type | application/json




PROJECT NAME PAGE NAME PAGE NUMbER

3) /auth/register_device

eurl —X POST "NITRE-[/rIPC. Dasslc. [0 442/ V2 autny regleter_oevice” —H ~Oontent—Type- applicatlonyjeor " —H "User—Autnor IZzat lon: ZHdoWSnZyd | Z0B0Rar AN hDOGF tPovHMyal | aec: nToERNUADT AL HAFEFo/p6 | Bop v 2R | MORDPUDUA—"
—d " "scommt” © "HalletiD”, "devicelD™ I “devicelD", "platform” > "Android”, "pushiey” - "Pushiey’]'

Request URL

httpa>/frrpc_basaid. lo”442fvafautnf reglieter_device

Server response

Code Details

| EUDI Response body

{"code™: "200", "neesage” -"The requeat entered was successTul Iy proceesed.” . "parame” >{"sccount”™:"Wal et ID", "devicelD" = "devicelD", "plat Torm" - "Androld” , " pesnkey™ - "Pushniey” 11

Response headers

Responses

Description

22



PROJECT NAME

PAGE NAME

4) /auth/request_auth

PAGE NUMBER 23

Fauth/request_auth rrovides the ability to request secondary authentication.

Description
1. Enter parameters
2. Click on "Try it
out ”
a 3. Click on "Execute”

Parameters

uestor *
reqlmned

string
(requesl_body)

token i
*

string
(raquest_pody]

Description

Lervice provider or OSP's name

Baaslab

[rhis parameter refers to the function of performing authent

afeab2468haoijkaasfzath3930

ration reguest through push service.

e ]

Responses

Response content type

application/json




PROJECT NAME PAGE NAME PAGE NUMbER

4) /auth/request_auth

Request URL
hittpaf/rrpc_bassid. loZ442fv2 antn/requeat_surth

Server response

Code Description

200

successful operation

Example Value | Maodel

i
"code": “200",
"meesage” . "The requeet entered was successTul ly processed ",
“pearame” -{

E JOBMA 101 VA0 ILOJhbSe 101 J 1Lz ] 1N 120 _enrdzdl ] 101 Jnv2N1 coMt a8 r 2% 1 L DJpcSM 1011 YWFZeN0uY)0el | 2 | nZ | cabpbc24 10 ] Ea ln | helD | BUTLHN ] E2N] Eyéite | colxcW\ 2080y | | o1 BHG00R 28R ] M) ka0 | 0Z] g0 oy Tl T adkzio
AR NTBhN] eZTE | Twl 8Py Z2V0 | o | NHh 00PN oo ze AN TREMDNowIDCZ PEFK T enl | NE [MBRIAMEL n0 . | 0q ] [ UcEynaTEZningvt [yJnwl 38T I

}
1

Description

24



PROJECT NAME PAGE NAME

5) /auth/confirm_auth

PAGE NUMbER 25
Description
1. Enter parameters
2. Click on "Try it

out”

m Fauthfconf | m_auth Provides a function for the user to perform secondary authentication verfication.

Parameters

MName Description

requestor - "

» wqued | Service provider or OSP's name
atring

{roqusstbodv]  paaclab

account *
R [This parameter is the ID Tor the Wallet User.

string
(ragusat_body,

Walletid

message

» requeed | This parameter refers to the function to receive a message that is exposed to the user's app or the web after authentication is completed.

siring

frequssi b} |y thentication is completed X

Responses

Response content type

|i Try it out

3. Click on "Execute”

application/json




PROJECT NAME PAGE NAME PAGE NUMbER

5) /auth/confirm_auth

eurl -3 POBT “hitps:[/rrpe_basaid. lo-442fv2fmtnfcont | re_suth” —H "Oontent-Type- applleatlonfjeon™ —H “User—Authorizatlon: basslab™ - 1 "[“sccount” © "Walletid”, "remmeator” © "Basflsh”, "messsge”  "authenticatlon Ie
conpleted"}"

Request URL

hittpa:/frrpe_bassld. loo 442 fv2faat hfcont | rm_suth

Server response

Code Details

Response body

{"cooe™:"200"  "nessage” - "The remest entersd mas successTul Iy processed " "params” -{"sccount™: "Wal et 14" "requeator " - "Basilah”  "message” - "suthenticatlon Iz completed™}

Response headers

Oontent—type - application/]son

Responses

Description

26



